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Internet and Computer Usage Policy - Student

Aims
Digital technologies have become integral to the lives of children and young people, both within
schools and outside school. These technologies are powerful tools, which open up new
opportunities for everyone. These technologies can stimulate discussion, promote creativity, and
stimulate awareness of context to promote effective learning. Young people should have an
entitlement to safe internet access at all times.

Principles
We will do our utmost ensure:
e that young people will be responsible users and stay safe while using the internet and other
digital technologies for educational, personal, and recreational use.
e that school systems and users are protected from accidental or deliberate misuse that could put
the security of the systems or users at risk and will have good access to digital technologies to
enhance their learning and will, in return, expect the students to agree to be responsible users.

We will:

e Keep a record of all staff and student’s acceptances to the “Acceptable Use Policy Agreement.”

e Keep an electronic record of all potential data breaches (held by the Data Protection Officer).

e Report the number and nature of potential data breaches annually to the Governors Finance
and Staffing Committee.

e Support our students to understand using the internet and IT systems safely.

e Ensure the responsible and ethical use of Artificial Intelligence (Al) by students (please see Al appendix
at the end of this document).

This policy should be read in conjunction with the documents named below.

Archway School has a duty to monitor effectiveness of this policy. The operation and effectiveness
of the policy will be monitored by the Governors' Curriculum Committee annually.

Responsibilities Further References
Headteacher Behaviour Policy
Senior Leadership Team Data Protection Policy
Governors Equalities Policy
Heads of Department and Key Stage ~ Safeguarding Policy
All teaching and support staff Internet and Computer Usage Policy — Staff, Other Adults &
All students and their parents Volunteers
Home/School Agreement
Sophos

Computer Misuse Act 1990



Acceptable Use Policy Agreement

| understand that | must use school systems in a responsible way, to ensure that there is no risk to
my safety or to the safety and security of the systems and other users. | understand that | must
agree to use the systems in a responsible way at the start of every year.

For my own personal safety:

. | understand that the school will monitor and filter my use of systems, devices, and
digital communications.
* | will keep my username and password safe and secure - | will not share it, nor will I try to

use any other person’s username and password. | understand that | should not write down
or store a password where it is possible that someone may steal it.

* |lwill be aware of "stranger danger” when | am communicating online.

. | will not disclose or share personal information about myself or others when on-line. (this
could include names, addresses, email addresses, telephone numbers, age, gender,
educational details, financial details etc.)

. If I arrange to meet people offline that | have communicated with online, | will doso in a
public place and take an adult with me.

* | willimmediately report any unpleasant or inappropriate material or messages or
anything that makes me feel uncomfortable when | see it online.
* lunderstand that a member of SLT will be notified if | am trying to access

inappropriate or harmful content or using inappropriate or harmful language.

l understand that everyone has equal rights to use technology as a resource and:

. | understand that the school systems and devices are primarily intended for educational
use and that | will not use them for personal or recreational use unless | have permission.

. | will not try (unless | have permission) to make large downloads or uploads that might
take up internet capacity and prevent other users from being able to carry out their work.

. | will not use the school systems or devices for on-line gaming, on-line gambling, or
internet shopping.

* | will not use the school systems or devices for file sharing or video broadcasting unless |

have permission of a member of staff to do so.

I will act as | expect others to act toward me:
. | will respect others' work and property and will not access, copy, remove or otherwise
alter any other user's files, without the owner's knowledge and permission.

I recognise that the school has a responsibility to maintain the security and integrity of the
technology it offers me and to ensure the smooth running of the school:

. | understand the risks and will not try to upload, download or access any materials which
are illegal or inappropriate or may cause harm or distress to others, nor will | try to use
any programmes or software that might allow me to bypass the filtering/ security
systems in place to prevent access to such materials.

. | willimmediately report any damage or faults involving equipment or software; however
this may have happened.
. | will not open any hyperlinks in emails or any attachments to emails, unless | know and

trust the person/organisation who sent the email, or if | have any concerns about the
validity of the email. (due to the risk of the attachment containing viruses or other
harmful programmes)

. | will not install or attempt to install or store programmes of any type on any school
device, nor will | try to alter computer settings.

. | will only use social media sites with permission and at the times that are allowed.



When using the internet for research or recreation, | recognise that:

* |should ensure that | have permission to use the original work of others in my own work.
*  Where work is protected by copyright, | will not try to download copies. (including music
and videos)

. When | am using the internet to find information, | should take care to check that
the information that | access is accurate, as | understand that the work of others
may not be truthful and may be a deliberate attempt to mislead me.

Proxy servers
. I will not access any proxy server sites.

| understand that | am responsible for my actions, both in and out of school:

* lunderstand that the school also has the right to take action against me if | am involved
in incidents of inappropriate behaviour, that are covered in this agreement, when | am
out of school and where they involve my membership of the school community.
(examples would be cyber-bullying, use of images or personal information)

* lunderstand that if | fail to comply with this Acceptable Use Policy Agreement, | will be
subject to disciplinary action. This may include internal/ external exclusions/loss of
access to the school network/internet, contact with parents and in the event of illegal
activities involvement of the police.

Social Media
* The widespread availability and use of social media and social networking applications bring
opportunities to understand, engage and communicate with audiences in new and exciting ways. It is
important that we are able to use these technologies and services effectively and safely through
establishing clear and robust acceptable user guidelines. The use of social media has implications for
our duty to safeguard young children.
* lunderstand that social network sites should not be accessed/used within school.

Mobile phones and electronic devices

* lunderstand that if | bring a mobile phone or electronic device into school it should be
switched off and out of sight at all times in the school buildings and in, and on the way to,
lessons.

* lunderstand that Archway School accepts no responsibility for loss or damage to mobile
phones or electronic devices which are brought into school or school grounds

* lunderstand that if my parents need to contact me urgently during the school day, this
can be done through Student Services.



Appendix: Al in Education

This appendix outlines the school's approach to the responsible and ethical use of Artificial Intelligence (Al)
by staff and students. It should be read in conjunction with the main Internet and Computer Usage Policy
and related documents, and it reflects current Department for Education guidance issued in June 2025.

1. Purpose

We are committed to the safe and effective use of Al to enhance teaching and learning, reduce staff
workload, develop digital literacy, and promote inclusive practice. This appendix reflects Department for
Education guidance and is subject to annual review.

2. Types of Al

In order to be able to use Al effectively in an education setting, it is important to be aware of the
different types and how they differ.

Narrow Artificial Intellicence

Narrow Artificial Intelligence Narrow Al is designed to complete specific tasks. It is limited in scope and
cannot be easily adapted to complete other tasks. Examples of Narrow Al include facial recognition and
spell checking

Generative Artificial Intelligence

Generative Al generates content based on a user's prompts or instructions. Generative Al uses natural
conversational language, which makes users feel that they are communicating with another human rather
than a piece of software. The content produced could be text, images, videos or music.

General Purpose Artificial Intelligence

General Purpose Al is designed to be flexible and is able to complete a wide range of tasks, from adapting
the reading level of text to identifying errors in code. General Purpose Al systems exist today but continue to
develop, with the goal of eventually becoming a single tool able to complete virtually any task.

Large Language Models (LLMs)

LLMs are a type of General Purpose Al designed to understand and generate human language. They are
trained on large amounts of text data, enabling them to respond to user prompts in natural conversation.
LLMs form the basis for many current popular General Purpose Al systems such as ChatGPT, Copilot,

Claude, and others.



3.How Al Learns

Artificial Intelligence uses Machine learning to acquire the knowledge required to be able to complete the
tasks required of it. The DFE outlines into two main categories of machine learning:

Supervised learning

Al system develops its knowledge through seeing vast examples with labels attached, so that the Al system
is able to identify items through associated characteristics. An example would be showing images of cats
and each image has labels to uniquely identify the cat and not another animal.

Unsupervised learning

Al systems develop their knowledge through finding patterns in data without the use of labels to help. An
example would be an Al system looking at customer purchase data to identify different shopping behaviours
without being told what groups to look for.

4. Who It Applies To

This appendix applies to all staff, governors, contractors, students and parents/carers. Staff must use Al
responsibly, follow the principles set out here, and report any concerns. Leaders are responsible for ensuring
compliance and supporting staff with appropriate training.

5. Staff Use of Al

Al tools such as Generative Al can be used in a wide range of areas in an education setting. It is important to
be aware of the profile Artificial Intelligence tools create about their users based on the prompts that they
use. In school, general or generative Al tools used must be used for educational purposes only and not for
personal use. The DfE Identify that Al can be used in the following three areas to support schools. These
are:

Teaching and Learning, examples of how Al tools may be use at Archway School include but not limited to:

Ideas of lesson content and structure

Long term planning assistance

Formative Assessment

Data Analysis of marking (GDPR awareness)

Generative text to a specific reading age

Generating images to improve understanding of concepts
Generating exam style questions

Audio resources

Personalised Learning, examples of how Al tools may be use at Archway School include but not limited to:

Breaking down the tasks
Summarising

Exemplars

Scaffolds

Translation

Differentiation through reading ages
Audio descriptors of images.

Administrative Processes, examples of how Al tools may be use at Archway School include but not limited
to:



Composing emails

Policy Writing

Data analysis and Modelling
Long term planning

e Timetabling

e Planning trips.

Copyright, Intellectual Property and data protection laws must be followed at all times e.g. personal data,
students work must not be entered into Al tools. Students' permission must be obtained in advance of using
their generated data. This must be done through parental consent if the student is under the age of 18.

6. Students Use of Al

Students may use Al to support learning, creativity, and self-assessment. Teachers should help students use
Al safely and ethically, encouraging critical thinking about its limitations and risks, including bias,
misinformation, and deepfakes. Academic honesty must always be maintained.

There is a curriculum in place to deliver Al lessons to students, to build up their understanding of this
technology, how it works, how to use prompts effectively, how to evaluate the content produced by Al and
JCQ and exam board Al guidance for students.

Archway school recommends that students use Microsoft Co-Pilot Chat from Year 9 and onwards as part of
the schools Microsoft Office subscription. Students in years 7 to 8 will have their access to Co-Pilot Chat as
part of the Office.com provision disabled due to the age restriction of the Artificial Intelligence. Co-pilot is
the schools recommended General Purpose Al system as it does not build a profile of students and their
prompts unlike the vast majority of LLMs to train the underlying AI models used in Co-Pilot.

7. Safeguarding and Data

Protecting personal data is essential no matter the form. Personal information and personal characteristics
such as voice must never be entered into general Al tools. Use of Al must comply with GDPR, and a Data
Protection policy. There are a number of associated risks which the students and staff may encounter when
using Artificial Intelligence including but not limited to:

Exposure to inappropriate or harmful content
Exposure to inaccurate or misleading content
Data protection breaches

Intellectual property infringements

8. Ethics and Oversight

Human oversight is essential, as Al can produce biased or inaccurate content. Any Al-informed decisions
must be explainable and subject to scrutiny. Staff remain accountable for all content and decisions involving
Al, therefore, staff must critically evaluate and adapt all Al-generated content to ensure it is accurate,
appropriate, and tailored to students’ needs. Staff will follow the FACTS framework structured approach to
prompts to negate concerns relating to bias and factual integrity.

Focus Prompts — ensure prompts are clear consice and purposeful

Analyse Outputs — check for hallucinations (Errors in results either from bias or incorrect facts)
Check for Bias — Identify any bias in the output (Cultural, gender, socio-economic)

Tailor suitability — Ensure the generated content is suitable for the target audience and their needs
Strengthen prompts — You are encouraged to refine your prompts to generate better results.

9. Misuse

Al must be used appropriately, especially in assessments, in line with JCQ and exam board guidance.
Undeclared Al use or submission of Al-generated work as original will be treated as misconduct and could
amount to plagiarism.



Staff should be made aware of the JCQ guidance found here - https://www.jcq.org.uk/exams-
office/malpractice/artificial-intelligence/

10. Training
Training will be provided to support professional, reflective, and safe use of Al. Staff are expected to take
responsibility for engaging with training opportunities and applying what they learn.

11. Related Policies
This appendix should be read alongside the Internet and Computer Usage Policy and the school’s
Safeguarding, and Data Protection Policy.

Conclusion

We recognise the opportunities Al presents and are committed to promoting its responsible and ethical use to
benefit students and staff, now and in the future. We understand that the Artificial Intelligence is a rapidly
developing area and the importance of being kept abreast of any developments in this field.
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